CHAPTER TEN
THE USE OF OTHER CONFIDENTIAL HUMAN SOURCES AND
UNDERCOVER EMPLOYEES IN CROSSFIRE HURRICANE

In this chapter, wea examine the FBI's use of Confidential Human Sources
(CHSs) other than Steele and its use of Undercover Employeess (UCEs) in the
Crossfire Hurricane investigation o determine whether the FBI had placed any
CHSs within the Donzld J. Trump for President Campaign or tasked any CHSs o
report an the Trump campaign, We found no evidence that the FEL placed any
CH55 or UCEs within the Trump campaign or tasked any CH5s or UCEs to report on
the Trump campaign, However, we found that the Crossfire Hurricane team did
task several CHSs and UCEs during the 2016 presidential campaign, which resulted
in interactions with Carter Page, George Fapadopoulos, and a high-level Trump
campaign official who was not 3 subject of the investigation. All of the CHS
interactions were consensually menitored by the FBI. We found that the Crossfire
Hurricane team tasked CHSs to interact with Pege and Papadopoulos both during
the time Page and Papadopoulos ware advisars to the Trump campaign, and after
Page and Papadopoulos were no lenger affiliated with the Trump campaign. We
describe the types of information the CHSs sought to elicit from Page,
Papadopoulos, and the high-level campaign official, as well as the information the
CHSs obtsined and the use, I any, that the Crossfire Hurricane team made of that
information.

We also determined that additional CHSs were tasked by the FEI to attempt
to contact Papadopculos, but that those aftempted contacts did not lead to any
operational activity. In addition, we icentified several Individuals who had either a
connectian to candidzte Trump or & role in the Trump campaign, and were also FBI
CHSs, but who were not tasked as part of the Crosstire Hurricane investigation.
One such CHS did provide the Crossfire Hurricane team with general infoermation
about Crossfire Hurricane subjects Carter Fage and Paul Mzanafort, but we Tound
that this CHS had no further involvement in the investigation, We identified
anather CHS that the Crossfre Hurricane team first learned about in 2017, when

were placed inte the FBI's files and provided to the
Crassfire Hurricane team for review, which determined there was not "anything
significant” in the Below, we provide additionz! infermation about
the individuals who had either & connection to candidate Trump or a role in the
Trump campaign, and who were 2lso FBI CHSs, and explain why they were nol
tzsked in the Crossfire Hurricane investigation,

Finally, we learned during the course of our review that, In August 2016, the
supervisor of the Crossfire Hurricane investigation, 554 1, participated on benalf of
the FBI in a strategic intelligence briefing given by the Office of the Director of
Mational Intelligence {ODML) Lo candidate Trump anc his national security advisors,
including Michael Flynn, and in 2 separate strateqic intelligence briefing given to
candidate Clinton and her national security advisors, Although the bricfing of
candidate Trump and his advisors was not an undercover operation, becausa 554 1
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was introduced to the briefing participants as an FBI agent, we discuss this briefing
in this chapter, including the reason why SSA 1 was in attendance, and the
observations that SSA 1 made as a result of his participation.

I. Methodology

To review the FBI's use of CHSs and UCEs in the Crossfire Hurricane
investigation, the OIG was given broad access to highly classified information. In
July 2018, the FBI's then Assistant Director (AD) for the Counterintelligence
Division (CD), E.W. “Bill” Priestap, briefed the OIG regarding the FBI CHSs and
UCEs who provided information for the Crossfire Hurricane investigation. This
briefing was based on CD’s knowledge of the Crossfire Hurricane investigation as
well as searches of the FBI's Sentinel and Delta databases.*>” In this briefing,
Priestap described the FBI's operational use of CHSs other than Steele and his sub-
sources, and use of UCEs in the Crossfire Hurricane investigation.

Separately, the OIG reviewed emails, text messages, and instant messages
of the FBI agents, analysts, and supervisors working on the Crossfire Hurricane
investigation, as well as contemporaneous handwritten notes, to identify references
to CHSs and UCEs. Through our Delta searches and review of documents, we
learned of additional CHSs who were discussed for potential use in Crossfire
Hurricane, but ultimately were not tasked by the FBI. We describe these CHSs in
greater detail below.

We also obtained and analyzed the FBI’s index for the Crossfire Hurricane
case file, as well as the indices of the Crossfire Hurricane sub-files for
Papadopoulos, Carter Page, Manafort, and Flynn, who were named subjects of the
Crossfire Hurricane investigation. These indices reference activities undertaken by
the Crossfire Hurricane team involving CHSs by listing the CHS

in each line item that pertains to CHS activity. We then analyzed the
underlying documents from the Crossfire Hurricane case file and sub-files that
further described any activities involving CHSs.

The OIG was also given access to the FBI's classified Delta database, which is
the FBI’s automated case management system for all CHS records. We were able
to reviewd the files of CHSs who were used, as
well as those who were considered for use, in the Crossfire Hurricane investigation.
The Delta files for these CHSs contained historical information, including when the
FBI opened each CHS; the issues on which the CHS had reported; contact reports

for all interactions with the FBI; quarterly (QSSR) reports and annual (FOASR)
reviews of each CHS; and, where one had been performed, a human source

457 Ag described in Chapter Two, the FBI maintains an automated case management system
for all CHS records, which the FBI refers to as “Delta.” The Delta file for each CHS contains all of the
personal and administrative information about the CHS, as well as sub-files for unclassified reporting,
classified reporting, validation documentation, and payment records.
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validation report. For any CHS that had been closed by the FBI, the Delta file also
described the events that led to the closure, and the basis for the FBI's decision.

We also conducted word searches within the FBI’s Delta database for a
number of terms, including “Trump” and “campaign,” as well as the names of
individuals who held leadership positions within the Trump campaign. We analyzed
each of the Delta documents containing the search terms related to the Trump
campaign and its members. In addition, for any CHS identified through these word
searches, we reviewed that CHS’s Delta file index for at least the 2016-2017 time
period, as well as CHS reports within that file, as appropriate, to determine whether
the CHS contributed to Crossfire Hurricane, and, if so, how. We also interviewed
numerous former and current Department and FBI officials concerning the FBI’'s use
of CHSs and UCEs during the Crossfire Hurricane investigation.

II. Background

CHSs play an important role in the FBI's efforts to combat crime and protect
national security, by allowing law enforcement direct access to information that is
often not available through other investigative means. At any one time, the FBI
has thousands of active CHSs from diverse backgrounds who report on a wide
variety of threats. We were told by the FBI that the relationship between a CHS
and the FBI may continue for many years, during which time a source may become
inactive, and then become active again. We also were advised that it is
commonplace for CHSs to bring information to the FBI that is outside of his or her
typical focus, because that individual believes the information may be of interest or
value to the FBI.

According to the FBI, its use of CHSs in counterintelligence investigations is
common. Priestap told the OIG that CHSs are an “ordinary investigative tool” that
are “part and parcel of what [FBI] agents do in an investigative sense every day.”
Priestap added that the upper levels of FBI management, including the Assistant
Director and the Deputy Director, are not usually advised when an investigative
team wants to use a CHS for a particular investigation. Indeed, the FBI
Confidential Human Source Policy Guide (CHSPG) specifies that “daily oversight
responsibility for...CHSs resides with the [Supervisory Special Agent (SSA)], who
must review all communications regarding the CHSs on his or her squad and
supervise the special agents (SAs) operating those CHSs.”

With respect to the involvement of CHSs in political campaign activities, as
described in Chapter Two, FBI policies allow for the use of “sensitive” sources (a
category which includes individuals who are “prominent within domestic political
organizations”), the use of CHSs in sensitive monitoring circumstances, and the
undisclosed participation of CHSs in organizations exercising First Amendment
rights. The use of CHSs in these circumstances requires heightened levels of
supervisory approval to safeguard Constitutional rights and protect civil liberties.

In our analysis in Chapter Eleven, we explain why those requirements did not apply
to any of the CHS or UCE activities undertaken in the Crossfire Hurricane
investigation, from its inception through the November 8, 2016 elections.
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The FBI selected SSA 1, the supervisor for the Crossfire Hurricane
investigation, to provide the FBI security briefings for Trump and Clinton.4’® SSA 1
told us that one of the reasons for his selection was that ODNI had informed the
FBI that one of the two Trump campaign advisors attending the August 17 briefing
would be Flynn. He further stated that the briefing provided him “the opportunity
to gain assessment and possibly have some level of familiarity with [Flynn]. So,
should we get to the point where we need to do a subject interview...I would have
that to fall back on.” Asked to explain what he meant by “assessment,” the SSA 1
continued,

[Flynn’s] overall mannerisms. That overall mannerisms and then also
if there was anything specific to Russia, or anything specific to our
investigation that was mentioned by him, or quite frankly we had
an...investigation, right. And any of the other two individuals in the
room, if they, any kind of admission, or overhear, whatever it was, I
was there to record that.

SSA 1 told us that he did not recall specific internal FBI discussions about
having him provide the FBI security briefings for Trump and Clinton, but believes
that the group who likely would have been part of any such discussions—Strzok,
the Intel Section Chief, and possibly Lisa Page—shared a general understanding of
the reasons for doing so. SSA 1 also told us that using an opportunity to interact
with the subject of an investigation is not unusual for the FBI, and that in this
instance, it actually proved useful because SSA 1 was able to compare Flynn’s
“norms” from the briefing with Flynn’s conduct at the interview that SSA 1
conducted on January 24, 2017, in connection with the FBI's investigation of Flynn.

We asked SSA 1 whether he was aware of any discussions within the FBI
about the appropriateness of the FBI using an ODNI strategic intelligence briefing
for a presidential candidate, organized by ODNI as part of the presidential transition
process, as an opportunity to gather potentially relevant investigative information
about or from a staff member who is the subject of an FBI investigation. SSA 1
responded that he did not recall if there were any such discussions, but that if there
were, they would have occurred at levels above him. He also told us that he did
not personally have any concerns with the plan.

According to Baker, discussions about using SSA 1 as the FBI briefer did
occur at higher levels. Baker told us that he recalled these discussions included
himself, McCabe, Priestap, Strzok, possibly Lisa Page, and the FBI's then Executive
Assistant Director of the National Security Branch. Baker said the decision to use
SSA 1 for the briefing was reached by consensus within this group. Baker told us
that he did not raise any concerns about using SSA 1 as the briefer because “[h]e
was not there to induce anybody to say anything.... He was not there to do an
undercover operation or...elicit some type of statement or testimony.... He was
there on the off chance that somebody said something that might be useful.” From
Baker’s perspective, the benefit of having SSA 1 at the briefing was to pick up on

478 SSA 1 also provided the FBI security briefings on behalf of the FBI to Kaine and Pence, but
not to the campaigns’ staffs.
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any statements by the attendees that might have relevance to the Crossfire
Hurricane investigation:

[I]f somebody said something, you want someone in the room who
knew enough about the investigation that they would be able to
understand the significance of something, or some type of statement,
whereas...a regular briefer who didn't know anything about that might
just let it go, and it might not even register with them. And so...that
was the reason to have [SSA 1] there.

We asked Baker whether he recalled any discussion about the potential chilling
effect on, and the FBI's participation in, future presidential transition briefings if the
FBI's use of SSA 1 in this manner became known. Baker told us that he did not
recall that issue being discussed, and added that the use of SSA 1 was focused on
the FBI's counterintelligence investigation and Russian activities, including any
directed at the Trump campaign; it was not the intention to collect any “political
intelligence about campaign strategy, about campaign personalities, or anything
that could be used in any political way.”

We asked McCabe about his knowledge of the ODNI strategic intelligence
briefings of the presidential campaigns and the decision to use SSA 1 as the FBI
briefer because of SSA 1’s role in the Crossfire Hurricane investigation. McCabe
told us that ODNI was primarily responsible for providing national security threat
briefings, and that the FBI was given a limited period of time in this instance to
cover what it needed to address. He told us that he could not recall if he was
aware in advance of the briefing that SSA 1 would attend for the FBI, or why SSA 1
was selected. McCabe acknowledged that it was possible he was part of a
conversation about whether SSA 1 should handle the briefing because of his
involvement with Crossfire Hurricane, but said he could not recall any such
conversation. Asked whether he was aware there was an investigative purpose for
SSA 1 handling the briefing, McCabe told us that he did not recall such a
conversation and was not aware there was an investigative purpose for SSA 1
attending.

SSA 1 told us that he recalled Strzok being primarily responsible for
providing SSA 1 with instruction on how to handle the FBI's portion of the ODNI
strategic intelligence briefings, but that others also assisted, including the Intel
Section Chief and possibly Lisa Page. SSA 1 did not recall Priestap having any role.
SSA 1 told us that he believed he and Strzok created the briefing outline together,
and that he prepared himself through mock briefings attended by Strzok, Lisa Page,
the Intel Section Chief, and possibly the OGC Unit Chief. According to SSA 1, the
briefing outline was not tailored to serve the investigative interests of Crossfire
Hurricane and there was nothing he did differently for the Trump briefing as
compared to the Clinton briefing: “that was one of the things that was very key.
[The briefings] needed to be consistent.”

The OIG reviewed the briefing outline prepared by SSA 1 and Strzok.
According to the outline, the purpose of the briefing was to “give [the recipients] a
baseline on the presence and threat posed by Foreign Intelligence Services to the
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National Security of the U.S.” The outline described the type of information that
Foreign Intelligence Services (FIS) seek to obtain, the presence of FIS intelligence
officers in the United States, and the primary methodologies FIS intelligence
officers use to collect information. The outline also identified the Russian FIS and
the Chinese as posing the greatest threat to the United States and described
generally the difference in how the two countries conduct intelligence operations.

SSA 1 told us that he was the only FBI representative at the ODNI briefing on
August 17, 2016, which was attended by Trump, Flynn, and another Trump
campaign advisor. According to SSA 1, he understood the ODNI briefing would
take about 2 hours to complete and that SSA 1 would have about 10 minutes to
conduct the FBI’s security briefing. After completing his briefing, SSA 1 said he
remained for the duration of the ODNI briefing. About a week after the briefing,
SSA 1 communicated separately with the OGC Attorney and Strzok about whether
to formally document the briefing. There was agreement that he should. SSA 1
told us that given the “[b]ig stakes” involved, it was important to document the
interaction with the subject of an FBI investigation so that there was a clear record
of what was said. There was also agreement that an Electronic Communication
(EC) instead of an FD-302 was the better document form to use because the
briefing was not an interview and there was nothing testimonial to memorialize.

The August 30, 2016 EC was drafted by SSA 1 and approved by Strzok and
the OGC Attorney. The 3-page document describes the purpose, location, and
attendees of the briefing. It states that the FBI security briefing lasted
approximately 13 minutes, and describes how one of the ODNI briefers initiated the
briefing, explained the ground rules, and introduced SSA 1. The EC then recounts
in summary fashion the briefing SSA 1 provided. In this regard, the EC is
consistent with the outline of the briefing described above. Woven into the briefing
summary are questions posed to SSA 1 by Trump and Flynn, and SSA 1's
responses, as well as comments made by Trump and Flynn.

Other than identifying the ODNI briefers and the length of the ODNI strategic
intelligence briefing, the EC does not contain any details about the information that
was provided by ODNI. With regard to comments made by Trump or Flynn during
the ODNI briefing, the EC describes two questions asked by Trump. SSA 1 told us
that Flynn made comments during exchanges with the ODNI briefers on many
subjects unrelated to Russia that SSA 1 did not document because the information
was not pertinent to any FBI interests. SSA 1 told us that he documented those
instances where he was engaged by the attendees, as well as anything related to
the FBI or pertinent to the FBI Crossfire Hurricane investigation, such as comments
about the Russian Federation. SSA 1 said that he also documented information
that may not have been relevant at the time he recorded it, but might prove
relevant in the future. After completing the EC, SSA 1 added it to the Crossfire
Hurricane case file.#”®

479 FBI records indicate the EC was uploaded to the FBI's Sentinel case management system
on August 30, 2016.
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With respect to the FBI security briefings SSA 1 provided to Clinton, Kaine,
and Pence, SSA 1 told us that he did not memorialize those briefings in writing
because the attendees did not include a subject of an FBI investigation.*8® He also
told us that there was nothing from the other briefings that was of investigative
value to the Crossfire Hurricane team; had there been, he said he would have
documented it. We also asked SSA 1 whether he participated in any post-
presidential election transition briefings.4®* He told us that he did not and that he
would be surprised if the FBI provided any such briefings that included Flynn
without SSA 1’s knowledge.

We identified no Department or FBI policies or procedures regarding the
handling of presidential transition briefings, and no requirement that Department
leadership be consulted before using a presidential transition briefing, or a
defensive briefing, for possible investigative purposes. Because we believe doing so
presents important policy issues, we make a recommendation in Chapter Eleven
that addresses this issue.

480 \We identified text messages between Strzok and Lisa Page from November 2016
suggesting the FBI may have considered using a connection between a then member of Pence’s staff
and an FBI employee in some manner to further the Crossfire Hurricane investigation. We asked SSA
1 about this. He said that he had been told of the connection but did not personally know the FBI
employee, and that he did not change his approach to Pence’s FBI security briefing because of the
connection. He also said he could not recall any discussions about using the connection to further the
Crossfire Hurricane investigation, and we did not find any evidence that it was used.

481 On September 2, 2016, ODNI provided a second strategic intelligence briefing to Trump,
Flynn, and another Trump campaign advisor. We found no evidence that SSA 1 or anyone from the
FBI attended this briefing, although instant messages indicate that the FBI had contacted ODNI about
including SSA 1 at the briefing.
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CHAPTER ELEVEN
ANALYSIS

In this chapter, we provide the OIG’s analysis of the events described in
Chapter Three through Chapter Ten. We divide our analysis into five sections. In
Section I, we discuss whether the opening of the Crossfire Hurricane investigation
and four related investigations, and whether certain early investigative techniques
used by the FBI, complied with the requirements of the Attorney General’s
Guidelines for Domestic FBI Operations (AG Guidelines) and the FBI's Domestic
Investigations and Operations Guide (DIOG).

In Section 1I, we analyze the role of Christopher Steele’s election reporting in
the four Carter Page Foreign Intelligence Surveillance Act (FISA) applications and
the numerous instances in which factual representations in those applications were
inaccurate, incomplete, or unsupported by appropriate documentation, based upon
information the FBI had in its possession at the time the applications were filed. In
Section III, we analyze the FBI's handling of Christopher Steele and his election
reporting, and whether the FBI's receipt and use of his reporting during the
Crossfire Hurricane investigation complied with FBI Confidential Human Source
(CHS) policies and procedures.

Section IV examines issues relating to Department attorney Bruce Ohr's
interactions with Steele, Glenn Simpson, the FBI, and the State Department during
the Crossfire Hurricane investigation, as well as whether the work Ohr’s spouse
performed for Simpson’s firm implicated any ethical rules applicable to Ohr. We
also analyze Ohr’s interactions with Department attorneys and FBI officials
concerning the Department’s criminal investigation of Paul Manafort.

Lastly, in Section V, we focus on the FBI’s use of CHSs, other than Steele,
and Undercover Employees (UCEs) in the Crossfire Hurricane investigation and
analyze whether the Crossfire Hurricane team’s use of such individuals complied
with Department and FBI policies. We also analyze the attendance of an FBI
Supervisory Special Agent (SSA) assigned to the Crossfire Hurricane investigation
at counterintelligence briefings given to the 2016 presidential candidates and
certain campaign advisors.

As we explained in Chapter One, we did not analyze all of the decisions in the
Crossfire Hurricane investigation. Rather, we reviewed the topics described above.
Moreover, our role in this review was not to second-guess discretionary judgments
by Department personnel about whether to open an investigation, or specific
judgment calls made during the course of an investigation, where those decisions
complied with or were authorized by Department rules, policies, or procedures. We
do not criticize particular decisions merely because we might have recommended a
different investigative strategy or tactic based on the facts learned during our
investigation. The question we considered was not whether a particular
investigative decision was ideal or could have been handled more effectively, but
rather whether the Department and the FBI complied with applicable legal
requirements, policies, and procedures in taking the actions we reviewed, or,
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